Claims 

1. Tin information processing apparatus which is connected to 
other informationX processing apparatuses and which decrypts and uses 
encrypted value information, characterized by comprising: 

storage means fior storing usage information including the key 
needed to decrypt saidWalue information, usage conditions of said value 

information, and transfer status information which indicates whether 

O \ 

,r% said value information has been transferred; 

5 ■ ■ \ 

1^' supply means for supplying said value information together with 

^ appropriate transfer inform^ation inducing said key contained in said 
usage information to said other inf c^ma^ion processing apparatuses when 
said usage conditions contained^in/^id usage information stored by 
said storage means are right and AaidXtransf er status information 
contained in said usage information indicates that said value 
information is not transferred; 

first change means for changing said transfer status information 
to indicate that said value information has been transferred if said 
value information and said transfer information has been supplied to 
said other information processing apparatuses by said supply means; 

sending means for sending an appropriate control signal to said 
other information processing apparatuses if said transfer status 
information contained in said usage information stored by said storage 
means indicates that said value information has been transferred and 
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the transfer of said value information to said other information 
processing apparatuses is cancelled; and 

second change means for changing said transfer status information 
to indicate tnat said value information is not transferred when a reply 
signal is received from said other information processing apparatuses 
in response tq said control signal sent by said sending means. 



2. The information processing apparatus according to claim 1, 
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characterized in\ th 
lid storage\m€ 



said storage \m5eans is coiafigureu by a plurality of blocks divided 
into memory areas Vhich store Tssn-d usage information; and 

said informati\on proces^^ng agp^ratus further comprises, 
computation me^ns for y6omputing a hash value by applying a hash 
function to all the i^llii^ple pieces of said usage information stored 
in said blocks composJm^ said storage means, 

hash value storage means for storing has values, 
determination means for determining whether said storage means 
has been falsified, baaed on the results of comparison between said 
hash value computed by said computation means and an appropriate hash 
value stored in said hasn value storage means, and 

control means for coAtrolling the supply from said supply means, 
based on the determinatioA made by said determination means. 



3 . An information processing method for an information processing 
apparatus which is connected "Co other information processing 
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apparatuses and which decrypts and uses encrypted value information, 
characterized by comprising: 

a storage step of\ storing usage information including the key 
needed to decrypt said value information, usage conditions of said value 
information, and transfer status information which indicates whether 
said value information has been transferred; 

a supply step of supplying said value information together with 
appropriate transfer information including said key contained in said 
usage information to said other information processing apparatuses when 
said usage condition^^-i^Lontained in saixi usage information stored by 
said storage step ard predetermined conditions and said transfer status 
information contained in said i^sssfge information indicates that said 



value information is\not trans'f erjred; 

NT Y ^\ 

a first change st^ep of ooanging sa^d transfer status information 

\ / \ 

to indicate that said val\ue information has been transferred if said 



value information and sa4>4 \ra\isf er information has been supplied to 
said other information/proc^^ss^ng apparatuses by said supply step; 

a sending step of sending aVi appropriate control signal to said 
other information processing apparatuses if said transfer status 
information contained in said usage information stored by said storage 
step indicates that said value information has been transferred and 
the transfer of said value informatYon to said other information 
processing apparatuses is cancelled;\ and 

a second change step of changing saSid transfer status information 
to indicate that said value information is not transferred when a reply 



-95- 



# 




signal is received from said other information processing apparatuses 
in response to said control signal sent by said sending step. 
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4, A providing meiiium that provides a computer-readable program 
for executing a process! to an information processing apparatus which 
is connected to other information processing apparatuses and which 
decrypts and uses encrypted value information, characterized in that 
said process comprises: 

a storage step of stbring usage information including the key 



needed to decrypt said valjiae inf orsjiation 
information, and transfer status i\ifo 



ions of said value 
rmation which indicates whether 



said value information has-been tra 

a supply step of supplying said v^v^e information together with 

appropriate transfer infqrml^tion in^2^din^sai)i key contained in said 

usage information to said oM:het information processing apparatuses when 

said usage conditions contaipiecr in said usage information stored by 

V \\ / 

said storage step are predetermined conditions and said transfer status 
information contained inL^aid^usage information indicates that said 
value information is not transif erred; 

a first change step of chaiiging said transfer status information 
to indicate that said value information has been transferred if said 
value information and said transfer information has been supplied to 
said other information processing apparatuses by said supply step; 

a sending step of sending an appropriate control signal to said 
other information processing apparatuses if said transfer status 



-9 6- 



t 




ru 
o 
m 
o 



information contained in said usage information stored by said storage 
step indicates that said value information has been transferred and 
the transfer of said value information to said other information 



processing apparatuses 
a second change st 



is cancelled; and 
5p of changing said transfer status information 



to indicate that said value information is not transferred when a reply 
signal is received fromlsaid other information processing apparatuses 
in response to said control signal sent by said sending step. 



5. An information processing appara-tus which is connected to 
other information proci^s^ing ^paratus^s^ and which decrypts and uses 
encrypted value informat4on, chas^a^terized by comprising: 

reception means for rd[ceivin0^ s^^d value information supplied from 
said other information process jAg appara^buses, and transfer information 
containing the key ne^eded \tj6 decrypt said value informations- 
storage means for\sto/qing said transfer information received by 
said reception means; 

deletion means for d.e\e\ting said transfer information stored in 
said storage means when an appropriate control signal is received from 
said other information processing apparatuses; and 

sending means for sendingi an appropriate reply signal when said 
transfer information is deleteVl by said deletion means. 



6. The information processing apparatus according to claim 5, 
characterized in that said storage means is configured by a plurality 
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of blocks divided into memory areas which store said usage information; 
and 

said information processing apparatus further comprises, 
computation means for computing a hash value by applying a hash 
function to all the multiple pieces of said usage information stored 
in said blocks composimg said storage means, 

hash value storagel means for storing has values, 
determination meansy for determining whether said storage means 
has been falsified, bas^ on th^ results p'f comparison between said 
hash value computed by /feaiU compu■t^ation >dfieans and an appropriate hash 



control means f orl cont:^olling/the 
based on the determination made^ by 




value stored in said hash Vu^alue stoimge means, and 



Srom said supply means, 
iriation means. 



/ 



7 . An information pi?09^^sing method for an information processing 
apparatus which is conyle^eicL\ to other information processing 
apparatuses and which decrypt^ and uses encrypted value information, 
characterized by comprising: 

a reception step of receiviVig said value information supplied from 
said other information processing apparatuses and transfer information 
containing the key needed to decrypt said value information; 

a storage step of storing said^^ transfer information received by 
said reception step; 
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a deletion step of deleting said transfer information stored by 
said storage step when an appropriate control signal is received from 
said other information processing apparatuses; and 

a sending step of sending an appropriate reply signal when said 
transfer information is deleted by said deletion step. 



8. A providing medium 
for executing a proces.s to an ry^^j-^tL^i. 

:ted to other \\Ln\formatiq)<; pro 



at provides/a computer-readable program 
form^ion processing apparatus which 
cessing apparatuses and which 
information, characterized in that 



IS conned 

decrypts and uses encryfetted va^ue 
said process comprises:] 

a reception step o^/<r©^ceiving said value information supplied from 
said other information processing apparatuses and transfer information 
containing the key needed ^o decrypt said value information; 

a storage step of storJ^ng said transfer information received by 
said reception step; 

a deletion step of deleting said transfer information stored by 
said storage step when an appropriate control signal is received from 
said other information processing apparatuses; and 

a sending step of sending an appropriate reply signal when said 
transfer information is deleted by said deletion step. 
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